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Abstract

Information and Communication Technologies and Internet networks are present in all aspects of social reality and are
essential elements in research, development and innovation centers (R&D&I). Cyber-security is crucial for the progress
of the research activities developed in these centers, especially given the exponential growth of cyber-attacks and inci-
dents. The present study aims to assess from a socio-technical approach, how a serious cyber-attack on a Spanish research
center has affected staff’s perceptions of information and communication systems (ICT) security. This study employed
a mixed-methods research strategy, combining quantitative and qualitative methods to provide a comprehensive and
nuanced understanding of ICT security perceptions among employees. First a quantitative scale was administered to 1,321
employees 3 years before the cyber-attack and 4 months afterward, to measure ICT security perceptions. Then, qualitative
techniques (semi-structured interviews, focus groups, and micro-ethnography) were applied to gain a deeper understanding
of the arguments underpinning cyber-security at the center after the attack. The results show that the event had an impact
on employees’ perceptions, increasing the perceived importance of ICT security, with positive behavioral changes noted,
but with doubts about their sustainability over time. Also, the need for cyber-security governance was critically contrasted
with organizational reality. Finally, the compatibility of science and cyber-security was a central dilemma, which seems
to confront antagonistic poles (research and security ICT) and justify the non-compliance with security protocols by part
of the staff.

Keywords Cyber-security - Information security - Cyber-culture - Cyber-attack - Socio-technical approach - Mixed
methods research

1 Introduction

Information and Communication Technologies (ICT) have
become an integral part of today’s social life, encompass-
ing various activities such as work, education, leisure, and
interactions with government agencies. Even scientific
activity, which plays a crucial role in the competitiveness
of economies [1, 2], is closely linked to ICT. On one hand,
scientific research relies on the use of these technologies to
carry out highly sophisticated processes [3, 4]. On the other
hand, ICT facilitates collaboration among researchers, sci-
entists, and R&D&I centers, through a networked scientific
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structure. Scientific activity predominantly occurs within
interconnected public organizations that strive to advance
knowledge through various forms of research, including
basic, applied, and experimental studies [5].
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In the context of scientific organizations and communi-
cation networks, the significance of cyber-security cannot
be underestimated for the effective operation of R&D&I
institutions. The research process heavily relies on secure
networks to facilitate intricate computations, such as the
efficient analysis of vast data volumes, automation, machine
learning, and systems modeling [4].

Therefore, cyber-security assumes a critical role in guar-
anteeing the optimal functioning of the networked scien-
tific structure, fostering collaboration among researchers,
R&D&I centers and state-of-the-art technological infra-
structures. Security needs to be ever-evolving so as to face
the complexity of attacks on information networks. Cyber-
threats are borderless menace that affect governments, busi-
nesses, and individuals challenging conventional national
security methods [6]. Many agencies have been created
with the aim to support cyberspace improvement and reli-
ability, as well as to protect society from threats (including
the European Network and Information Security Agency
- ENISA - or the National Cryptology Center - CCN-
CERT - in Spain). These agencies have reported an almost
exponential increase in cyber-attacks [7] and their severe
impact on productive activities [8]. They have also warned
us about potential cyber-attack targets, especially organiza-
tions focusing on knowledge generation (R&D&I centers
and universities). Specialized reports reveal that attacks on
critical education and research infrastructures increased by
over 43% last year [9].

From this perspective, this research focuses on under-
standing the impact of an external cyber-attack on employ-
ees’ perceptions of their workplace security, information,
and communication systems. To do so, a real-world cyber-
attack on a R&D&I center was analyzed in a case study.
It is important to note that cyber-security is considered an
interdisciplinary activity that extends beyond technological
aspects. It encompasses resources, processes, human behav-
ior, and structures aimed at safeguarding cyberspace and the
systems utilized in its advancement [10]. Before delving
into the case study, we bring a socio-technical perspective
to the analysis, pointing out some studies that have empha-
sized the relevance of the human and organizational factor
and the importance of cyber-security in R&D&I centers.

2 Background and related work

2.1 Cyber-security from a socio-technical
perspective

There are multiple definitions of the concept of cyber-

security. This paper considers cyber-security as a factor
resulting from the interaction of technological, behavioral,
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organizational and social factors. Essentially, mitigating
cyber-security risk requires the deployment of robust tech-
nology solutions, widespread citizen and employee educa-
tion, and establishing effective policies and regulations at
both the company and government level [11].

This comprehensive approach to the cyber-security
of information and communication technology systems
is explicitly supported by national, European and inter-
national agencies, including INCIBE (Spanish Institute
of Cyber-security), ENISA (European Union Agency for
Cyber-security) and NIST (National Institute of Standards
and Technology), and is transposed into the prescriptive
and guiding framework on cyber-security (National Secu-
rity Scheme, NIST Cyber-security Framework and UE
Regulatory Framework). This wide concept of the elements
comprising organizational cyber-security can even refer to
aspects such as the organization’s training and operating
experience against cyber-security [12].

It should be noted that the term ‘cyber-security’ encom-
passes traditional concepts linked to cyber-physical media,
such as ‘information security’, referred to the physical
safeguarding of digital data [13], or ‘ICT security’, which
broadens the focus to include the protection of systems
using information and communication technologies [14].
Similarly, the term ‘cyber-culture’ has ended up subsuming
the original term ‘Information security culture’ [15].

Therefore, cyber-security should be effective in the
case of cybernetic actions aimed at violating ICT security
policies and damaging information access or services [16].
Such threats are evolving faster than security teams [17].
The development of information security systems, tools and
technologies is not enough to face these threats [18, 19].
The defensive and preventive strategy against cyber-threats
should overcome approaches, which are merely technology-
centered [20, 21]. Organizations focusing solely on technol-
ogy without considering human factors are more prone to
putting their technology systems at risk [22, 23].

2.2 Organizational cyber-security determinants

Scientific literature has revealed the link between organiza-
tional culture, human factors and cyber-security [24]. The
cyber-security of an organization can be defined as a set of
resources, processes and structures implemented with the
aim to protect the organizational cyber-space and online
systems from in-house or external malicious networks [10].
Drawing upon an extensive literature review, this section
presents insights into the determinants of organizational
cyber-security. The findings highlight the importance of
organizational policies, resource allocation, management,
employee compliance, risk awareness as a determinant of
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individual behavior, and education or training in dealing
with cyber-threats.

Regarding how organizational policies affect cyber-secu-
rity, annual ENISA’s report [25] argues that badly designed
or implemented procedures or policies are behind most
cyber-security failures. The development of a formal infor-
mation security policy is a critical aspect of cyber-security.
This policy is more than just a formal documentation of
the importance of securing information systems; it is about
establishing a ‘full-life-cycle’ strategy for cyber-security.
Thus, the policy must be based on a specific risk assessment,
supported by management in terms of resource allocation,
and communicated to the workforce through training and
risk awareness programs [26]. Internal policies and proce-
dures are important not only as safeguards but also for deal-
ing with attacks. A qualitative study of critical infrastructure
experts emphasizes the significance of having established
policies and procedures to guide incident response and
recovery actions [27]. Furthermore, a review of 43 incidents
published as case studies in academic journals, reveals that
a solid cyber-security policy is critical to protect against
cyber-threats, as even the most sophisticated technology is
vulnerable without proper policy and governance [28].

Research in policy development has extensively explored
how well employees follow established policies. Such poli-
cies typically outline employee roles and responsibilities in
protecting organizational resources. Crucially, employee
compliance hinges on their perception of the informa-
tion security policy itself [29]. Numerous studies, primar-
ily adopting quantitative methodologies, have sought to
identify factors influencing the degree of individual policy
compliance, covering a wide spectrum of variables rang-
ing from psychological factors to organizational dynamics.
From a psychological perspective, policy compliance has
been linked to self-confidence, shedding light on various
cyber-security risk behaviors [30]. Additionally, the level of
motivation and job satisfaction has been identified as poten-
tial moderators in the relationship between organizational
norms and behavioral intentions towards compliance [31].
The coercive approach appears to be an undesirable model
for encouraging compliance with policies. In this sense,
enforcing compliance with these policies may trigger unde-
sirable effects [32]. It has been observed that the severity
of sanctions for non-compliance with information security
policy affects marginally compared to other organizational
measures [33], and excessive monitoring does not necessar-
ily lead to better compliance [34]. In fact, a control-based
approach can decrease responsibility and voluntary safety
behaviors, and may even create resistance to compliance,
as opposed to employee identification and co-responsibility
[35].

Some authors point out that lack of attention to the orga-
nization’s information security policies, underestimating
risks occurs even after receiving written instructions on
security [36]. A global security survey by [37] concluded
that around 34% of organizations considered that careless
or unguarded employees were the main cyber-security vul-
nerability. A study shows that when employees know the
information security procedures and policies of their com-
pany, they are more competent to manage cyber-security
tasks [36]. The importance of professional salaries also has
an impact on the loss of sensitive data [38].

The successful implementation of information security
policies hinges on robust management support, manifested
in clear resource allocation and provision. This includes
establishing an adequate organizational structure and hav-
ing the ability to increase resources in response to unfore-
seen cyber-attacks [27]. In sum, senior management support
improves the organization’s preparedness (security readi-
ness) and response for cyber-attacks [39].

Another factor for safeguarding digital assets and ensur-
ing effective cyber-security governance is the need of
substantial investment in cyber-security [40]. To combat
the growing number of cyber-threats, prioritizing invest-
ments in cyber-security measures is crucial, encompassing
not only advanced technology but also employee training
programs and initiatives to raise security awareness [41].
The capabilities of an organization and the severity of the
cyber-threat play a significant role in the strategic deci-
sion to invest in cyber-security [42]. Moreover, empirical
results support the hypothesis that attacks drive investment
in cyber-security [43].

The relationship between management factors and
cyber-security is well-established, with management widely
regarded as a crucial determinant of an organization’s secu-
rity posture [44]. The costs of cyber-attacks are generally
high and lead to increased attention to cyber-security by
management. They also augment the probability that com-
panies carry out an information security risk assessment
with the aim to identify other vulnerabilities after a cyber-
attack [28]. Senior management is ultimately responsible for
initiatives relating to risk management and cyber-security
in their organizations [45]. A case study exploring a com-
bined cyber-attack, consisting of an attempted password
breach and a subsequent data exfiltration attempt, highlights
the critical role of senior management in managing the
emotional stress experienced within the organization [46].
If management focuses mostly on technical factors, other
actions needed to ensure long-term cyber-security could be
hindered. Consideration should also be given to develop-
ing specific training programs for the strategic apex of the
organization, with the goal of engaging senior management
in cyber-security management [42].
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Beyond intentional non-compliance, ensuring that
employees use information technology in a secure manner
is clearly related to training, qualification and risk aware-
ness [20, 44, 47]. According to Corradini &Nardelli [48],
the main measures to prevent cyber-risks in an organiza-
tion are risk analysis, training and clear in-house commu-
nication. Organizational response initiatives are designed
to achieve a significant level of awareness of cyber risks
among employees [49].

Human action in the organizational and technological
sphere stands as an essential element because it is people
that develop, manage and use technology [47]. The develop-
ment of cyber-security training programs is recognized as a
fundamental aspect of enhancing organizational resilience
against cyber-attacks. The need for clear operational train-
ing, such as how to build and run successful anti-phishing
training, has become apparent [50]. The development of a
training solution to defend against threats such as phish-
ing must take into account both individual and situational
factors [51]. Findings from a study utilizing a simulated
cyber-attack scenario in a hospital environment highlight
the importance of implementing awareness programs spe-
cifically targeted towards medical personnel [52]. It should
also be noted that some studies reveal the existence of orga-
nizations that focus their digital transformation process
on technological elements, subsuming cyber-security to a
purely technological outcome [3, 53]. Attempts have also
been made to parameterize “trust” in human behavior by
quantifying predictability of response or decision, reliabil-
ity or consistency, competence, and degree of responsibility
[54].

The qualifications of the staff in the cyber-security field
are also needed to detect and make decisions in case of secu-
rity events [55]. In that regard, Stacey et al. [46] underline
that the higher the number of individuals in an organization
who are aware and understand the implications of ICT secu-
rity, the more likely it is for positive and proactive decisions
to be made. This illustrates that employees are a key ele-
ment of cyber-security and that, without their consideration,
technical solutions fail [8]. As shown in a report on the
cost of data filtration [56], approximately 36% of substan-
tial cyber-security infringements are caused by employees’
failure to comply with norms, remote work and a lack of
security skills.

Finally, the risk perception of the organizations’ mem-
bers is a common and recurring element in the literature.
This perception is directly related to multiple factors, rang-
ing from experience with cyber-attacks to more intangible
elements such as the cyber-security culture of a given orga-
nization. Paradoxically, reduced reliance on technological
elements such as firewall and antivirus software appears
to be correlated with heightened risk awareness [57].
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Additionally, security experiences, especially when they
relate to significant accidents, affect the cyber-risk percep-
tion and response effectiveness [58]. In that sense, previous
experience of a threat affects the way in which individuals
perceive future threats of a similar nature [59, 60]. Notably,
a study in a sandbox lab environment for similar real-world
cyber-defense scenarios found that team leadership can
affect the effectiveness of teams against threats [54].

Within the burgeoning field of cyber-security literature,
organizational culture is an increasingly crucial consider-
ation. In a study with European stakeholders from critical
sectors (including open banking, supply chain, privacy-
preserving identity management, security incident report-
ing, maritime transport, medical data exchange, and smart
cities), cyber-security culture emerged as a significant orga-
nizational vulnerability and a common challenge across all
industries [61]. Organizational elements such as social pres-
sure and incident reporting practices emerge as key issues
for cyber-security within organizations. Whereas, social
pressure can significantly influence individual behavior,
potentially leading to safe or unsafe cybersecurity practices
[62], fostering a culture that encourages open and honest
reporting of incidents and anomalies, free from fear of repri-
sal, can promote organizational learning, allowing organiza-
tions to identify and address vulnerabilities [63]. Therefore,
to help improve in the face of potential threats, it is impor-
tant to monitor organizational culture on a regular basis with
periodic security assessments [64].

2.3 Cyber-security in public R&D&I centers

Large technological research centers (such as critical infra-
structures) are complex socio-technical systems that require
holistic strategies that combine the simultaneous orchestra-
tion of technical solutions with organizational actions [19].
Leading agencies in the field of cyber-security have issued
warnings regarding the exponential rise in cyber-attacks tar-
geting public institutions. The complexity of cyber-attacks
and the campaigns used to launch them is increasing [10,
65]. Public sector organizations face inherent challenges in
allocating economic resources towards cyber-security solu-
tions and services [66]. While it may be difficult to quantify
the economic impact precisely, the consequences can mani-
fest in the form of diminished credibility and a deteriorat-
ing public image for the organization, potentially hindering
the achievement of their public service goals [67]. How-
ever, some authors have projected future cyber-attacks by
reviewing the most significant events of the past 20 years.
They estimate that in the next 5 years, there will be 1,100
major cyber-attacks on critical infrastructure worldwide,
causing damages exceeding one million dollars [68]. Cyber-
attacks on hospitals and healthcare centers have been on the
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rise and have had the greatest impact since the COVID-19
pandemic [69].

In terms of specific considerations for public organiza-
tions certain organizational factors seem especially relevant
in terms of cyber-security: the facility’s ICT security pol-
icy, management support, as well as tools and experience
[70]. A factor worth mentioning is senior management’s
acknowledgment and awareness of cyber-threats as a criti-
cal consideration [71]. One of the responsibilities of senior
management is to favor the development of a suitable cyber-
security culture [72] which contributes to preventing cyber-
incidents. Security culture should raise awareness about
cyber-risks and workforce skills as pillars of cyber-security.
Research carried out by universities [73] has favored the
identification of a large list of factors which contribute to
a strong organizational culture focused on cyber-security
in university centers. Few scientific publications compre-
hensively address the psychosocial impact of cyber-attacks
on critical infrastructure. Following the May 2022 attack on
the Irish public health system, a study conducted post-event
focus groups to understand organizational resilience to ICT
system loss. One of its main findings indicates that the stress
caused by the attack outweighed the cumulative effect of the
COVID-19 pandemic [74].

In summary, based on the above, R&D&I organizations
have complex decision-making processes and generally
budgetary constraints that translate into limitations in terms
of technical equipment or personnel, while the wealth of
data and information they generate tends to make them a
prime target for cyber-attacks. However, this organizational
specificity does not mean that the foundations of the secu-
rity of their IT systems are based on differentiated aspects,
but rather that elements common to other types of organiza-
tions are the key to their cyber-security (among other not
insignificant aspects, management commitment, organiza-
tional factors and the establishment of a strong organiza-
tional culture focused on ICT security).

Within the Spanish R&D&I context, there is a set of
facilities, research and services available for state-of-the-
art, top-quality technological research and development.
These facilities, called Unique Science and Technology
Infrastructures (hereinafter USTI), received significant
funds for cyber-security, including the deployment of ultra-
fast and safe communication networks [75]. These facili-
ties provide access to over five thousand R&D&I projects
yearly, employing more than 2,000 people, 80% of whom
are scientific and technical personnel [76]. The high value of
their research is a priority target for cyber-attacks.

This research is developed at a Spanish Public Research
Center assigned to the Ministry of Science and Innovation
and includes different USTI. This case study attempts to
assess how a relevant cyber-attack on an organization has

impacted the perception of risk and security of information
systems amongst organization members. It is assumed that
cyber-security is the result of interaction between technol-
ogy, human behavior and organizational factors [10].

Based on this perspective, this study adopts a theoreti-
cal model [77] that encompasses four distinct dimensions
of ICT security. The model is derived from an extensive
literature review, considering that cyber-security (or, as
the authors call it, information security culture) inherently
has elements of a cultural and organizational nature. It is
worth noting that the strength of the model lies in the fact
that it shows “the relationship between organizational cul-
ture and the ICM (Information Security Management) from
a ‘practice’ perspective” [77]. In other words, the model
extends the cyber-security framework by introducing orga-
nizational and cultural aspects as elements that contribute
to the security of information and communication systems
beyond technical factors. The four model’s dimensions are:
Compliance (which mainly refers to employees’ behavioral
adherence to policies); Communication (which refers to
how an organization communicates policies to individuals
and employees’ expectations regarding information secu-
rity); Accountability (which refers to the organization’s
response to employees’ violation of information security
policies); and Governance (which refers to the positioning
of information security in an organization and also on man-
agement’s perception of its significance). By integrating
human, organizational, and technological viewpoints, this
model serves as a valuable framework for understanding the
fundamentals of cyber-security in a given organization from
a socio-technical perspective. As detailed in the methodol-
ogy section, the four dimensions were used as the primary
thematic axes for conducting a content analysis of qualita-
tive information in relation to the specific objectives of the
study.

3 Methodology
3.1 Objectives

The study aims to assess the impact of an external cyber-
attack on perception of the security of information and com-
munication systems in a public organization. The research
was conducted through a case study in a R&D&I center that
had experienced a cyber-attack. Two objectives are pursued
by the analysis:

a) To determine the specific aspects in which the cyber-

attack affected employee’s perception of the ICT secu-
rity in the R&D&I center.
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b) To identify and analyze the main arguments and themes
expressed by the members of the organization regard-
ing their perceptions of information security after a
cyber-attack.

3.1.1 Description of the case study

The research is developed in the context of a case study in
an important research center of Spain that employs about
1,294 people and whose R&D&I activity is carried out
nationally and internationally. The average age of the staff
is 47.7 years. The center’s central campus is in Madrid,
with offices scattered around the country. Information and
communication technologies in this research center are
corporate services managed from the central campus. This
center has technological infrastructures that provide support
to both research projects and technical and administrative
programs.

This research was rolled out after the cyber-attack suf-
fered by this center in January 2022, hampering the access
of all employees to the center’s ICT services. Given the
characteristics of the event and its significant level of sever-
ity, it was considered as a serious cyber-attack [78]. Specifi-
cally, a Trojan malware was resident in one user’s PC and
detected by the software cyber-security sentinels installed
in all the equipment by the ICT central services following
the previously adopted directive from the Computer Emer-
gency Response Team of the National Cryptologic Center

Table 1 Research methods
Research Method

Type of
Information

Scope

Scale: Perception of
ICT security in the
work environment

Quantitative Data Entire Organization.
(Likert scale 1-7) There is data available
from 2019 (before the
cyber-attack and 2022
(after cyber-attack).
Semi-structured
interviews

Qualitative Data  Directors and people
in charge of informa-
tion systems.

There is data avail-
able from 2022 (after
cyber-attack).

Focus groups of
researchers, support
staff, and territorial
centers.

There is data avail-
able from 2022 (after
cyber-attack).
Personnel from the
Department of Infor-
mation Technologies.
There is data avail-
able from 2022 (after
cyber-attack).

Focus Groups Qualitative Data

Micro-ethnography Qualitative Data
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(CCN-CERT). In response to the cyber-attack and to miti-
gate potential effects, the center promptly took measures to
safeguard stored information. As a precautionary step, all
communication, both internal and external, was immedi-
ately canceled. This action aimed to prevent further dam-
age and ensure the preservation of critical data. It should be
pinpointed that the detection of the malware forced absolute
disconnection from any link outside the Center. Hence, for
several weeks there was no Internet, no email, no exchange
of data with large collaborations and experiments and
no access to IT services. Jointly working with the cyber-
security agencies from the National administration, those
services were open gradually as additional cyber-security
measures were being adopted. The potential severity of the
threat to the center’s information systems determined the
radical nature of these measures, which in themselves had
an enormous disruptive capacity to the organization’s daily
activities. It is worth noting that the perception of the sever-
ity of the attack by members at all levels of the organiza-
tion was based on the impact of these preventive measures,
rather than as a direct result of the information hijacking.

3.2 Research methods

This study was developed according to the principles of the
mixed methods research, conceived as “the class of research
where the researcher mixes or combines quantitative and
qualitative research techniques, methods, approaches, con-
cepts or language into a single study” [79]. The comple-
mentary use of different types of techniques (qualitative and
quantitative) yields deep, valid and reliable knowledge of the
research subjects [80]. The application of different research
types enhances validity and minimizes subjective interference
in the data interpretation process [81]. It also enables using
the results of one technique as a reference to move forward
with the application of other data collection techniques [82].

The adoption of a mixed methodology in this research
is due to two reasons: (a) its direct synergy with a socio-
technical approach, which delves into processes within
complex systems with different levels of knowledge, and
(b) its pragmatic value, i.e. its analytical power to provide
knowledge in applied research projects (such as safety cul-
ture assessments, where triangulation of information from
different techniques provides solid findings).The following
table (Table 1) shows the research methods applied.

3.2.1 Scale: “Perception of ICT security in the work
environment”

The scale was developed and validated initially in the frame-
work of an organizational and safety culture assessment car-
ried out in 2019. The items were developed according to the
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needs of the Information Technology Unit of the Research
Center which was in the first stage of adapting technological
systems to the National Security Scheme [83]. Specifically,
the goal was to determine a measure of employees’ percep-
tions of ICT security as an indicator of their overall level of
awareness. The scale was created in a collaborative process
between the researchers and the ICT department’s technical
staff to ensure its face validity. The starting point was to
include perceptual items that could provide a global percep-
tion of ICT security in the center. It is a shortened scale that
does not pretend to cover all organizational aspects related
to the perception of ICT security, but whose different items
share as a common nexus issues that affect the overall per-
ception of ICT security.

It is important to highlight that the scale used in this
study focuses on measuring the subjective perceptions or
views of individuals regarding ICT security in their work
environment. Thus, the scale consists of 4 items that mea-
sure specific aspects that provide an overall perception of
ICT security. Respondents were asked to indicate their level
of agreement (7-point Likert scale, where 1 is strongly dis-
agree and 7 is strongly agree). Each item and the underlying
element of the National Security Scheme (NSS) related with
security are shown below (Table 2).

The scale was distributed to staff in the center, onsite and
remotely, at two different moments in time:

e Time 1, June & July 2019 (within the framework of a
safety culture assessment).
e Time 2, May 2022 (four months after the cyber-attack).

3.2.2 Semi-structured interviews

A total of five one-on-one semi-structured interviews
were carried out in 2022 with both the department head

Table 2 Description of the scale items and the NSS elements to which
they relate

Item NSS elements that make up ICT

security perception

1 Empbhasis is placed on the
necessary precautions to
avoid computer attacks.

The organization’s cyber-security
effort

(Higher scores suggest the organiza-
tion strives to enhance prevention).
Risk awareness

(Higher scores suggest greater
sensitivity towards ICT risks)

ICT security significance

(Higher scores suggest a greater
understanding of the relevance of
ICT security amongst respondents).
4. In general, I trust ICT secu- Confidence in ICT security

rity at the organization. (Higher scores suggest greater trust
in information security).

2. Personnel is aware of
the risks of using ICT
applications.

3. Information security is
important in my job.

and unit heads of the ICT department (Time 2). They were
conducted by two researchers, and lasted approximately
one hour each. During the interviews, handwritten notes
were taken, which were later transcribed for further anal-
ysis and interpretation.

The objective of these interviews was threefold: (a)
To gain insights into the perspectives of department and
unit heads regarding the impact of the cyber-attack and
their respective roles and responsibilities within the ICT
department. This aimed to understand their unique view-
points and experiences in relation to the attack; (b) To
identify key thematic elements that should be incorpo-
rated in the development of a protocol for conducting
focus groups. This objective aimed to determine the cru-
cial topics and areas of discussion that would be relevant
and informative for conducting focused group sessions
related to the cyber-attack; and (c) to create a Behavior-
ally Anchored Rating Scale (BARS) to narrow down the
discussion in terms of ICT security. BARS are categori-
cal instruments that allow to typify (and quantify) orga-
nizational behavior are primarily designed for evaluating
the performance of specific job roles or positions within a
job family [84]. However, from an organizational stand-
point, BARS can also serve as a valuable complementary
tool to gain insights into perceptions regarding organi-
zational processes and cultural norms [85]. In this study,
the BARS were utilized to narrow down the discussion in
terms of ICT security. The content of the BARS can be
found in Appendix 1.

In short, by accomplishing these objectives, the study
aimed to gather comprehensive insights from department
and unit heads, develop an effective focus group protocol.

Prior to carrying interviews out, guidelines containing
pre-established thematic areas were prepared based on the
research goals. The following Table 3 shows the list of inter-
viewees and the thematic questions that were asked.

3.2.3 Focus groups

At Time 2, eight combined focus groups were conducted:
face-to-face (four) and online (four), with a total of 26
participants. The combination of face-to-face and online
sessions allowed for flexibility and ensured broader partici-
pation from individuals involved in the study. The selection
of participants for the interviews and focus groups followed
the criteria of intentional sampling on a voluntary basis. In
addition, groups were put together based on organizational
criteria, with the aim to ensure their homogeneity (research-
ers; support personnel; personnel from different locations).
They were conducted by two researchers and ranged
in length from 45 min to 1 h and 15 min. As with the
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Table 3 List of interviewees and thematic questions

Table 5 Survey sample and descriptive

Interviewees Thematic questions VARIABLE 2019 2022
ICT Department The impact of the cyber-attack on the center. Type of activity Management 12 5
Manager Organizational response to the cyber- Research 652 264
Computer Applica-  attack (from a technical and organizational Support 178 96
tion Design Manager ~perspective). Unlknown 35 4]
Computer Appli- Perception of the ICT department regarding Seniorit from 0 to 5 vears 137 77
cation Design the response of the center’s members (at all Y Y
Technician levels) during the cyber-attack. from 6 to 10 years 87 23
ICT Architecture Changes in the center (at all levels and of from 11 to 20 years 259 126
Manager all types) as a result of the cyber-attack. from 21 to 30 years 200 56
I . Examples. more than 30 125 99
years
Scientific computing Impact of the cyber-attack on the center’s Unl 69 27
manager research mission. . rnown
. - Location Central campus 586 371
Identified desires or needs to strengthen the Territorial cent 89 23
center’s ICT security. Uﬁ; rl?ngi: centers 202 50
TOTAL 877 444

Table 4 Focus group abbreviated form protocol

Focus Group protocol

- Welcome and introduction
- BARS: ICT Security
o Individual qualification.
o Sharing and justification. Examples.
- Complementary questions for group discussion:
o Changes in the organization after the cyber-attack.
o ICT security needs.
o Impact of ICT security on different kinds work inside
organization
o Brief definitions of ICT security in the organization.

semi-structured interviews, notes were taken by hand and
were subsequently transcribed.

The focus groups were performed on the basis of the
protocol developed after the interviews (Table 4). The ICT
Security BARS designed were introduced in the focus
group with the purpose of contributing to the individual
reflection of the participants prior to the group discussion.
There was no theoretical reference to conceptual models of
cyber-security, and participants were encouraged to be free
to express their opinions.

3.2.4 Micro-ethnography

The research included a micro-ethnography process,
which consisted of conducting immersive observations in
a specific location for a short period of time with the aim
of capturing detailed interactions around ICT security
processes [86]. The enography lasted 6 working days. A
researcher traveled to the center’s central campus and set
up in the ICT department. This process involved active
observation and interaction with members of the cen-
ter. During these observations, the researcher recorded
facts and perceptions, both objective and subjective, in
a field diary. This field diary is a concise document that
captures stories about local practices and situations. This
field diary is an integral part of the textual corpus of this
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A comparative analysis of gender could not be performed because it
was not included in the demographic options at time 2.

research project, along with the notes from the interviews
and focus groups.

4 Data analysis
4.1 Sample description

The survey study sample is comprised of 1339 workers
from the public research agency above-mentioned. Ini-
tially, in 2019, the scale was administered onsite to 895
people within the framework of an organizational culture
evaluation at the research center. Later, in 2022, the scale
was distributed online to 444 people after the cyber-attack
sustained by this agency in January 2022. As for inter-
views and individual groups, the total sample includes 26
people. More specifically, five individual interviews and
eight focus groups (five face-to-face and three remote)
were held.

The sociodemographic characteristics associated with
the survey (Table 5) are shown below. Due to confiden-
tiality reasons, the name of the center, the names of the
departments and the participants’ identification are not
disclosed.

4.2 Quantitative analysis

All data analyses were conducted using IBM SPSS Statis-
tics v28.0 [87]. The distributions of scores, skewness and
kurtosis suggested data were normally distributed.

Construct validity was studied using principal com-
ponent factor analysis [88, 89]. A factorial solution that
explains at least 50% of the total variance is considered
adequate [90].
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Table 6 Results of factorial analysis

Total variance explained

Initial Eigenvalues

Extraction Sums of Squared Loadings

Total % of variance Cumulative % Total % of variance Cumulative %
1 2,410 60,261 60,261 2,410 60,261 60,261
2 0.756 18.889 79,149
3 0.491 12.275 91,425
4 0.343 8.575 100,000

Extraction Method: Principal Component Analysis

Cronbach’s alpha (o) internal consistency reliability [91]
was calculated for the scale, considering acceptable values
of a as from 0.7 [92]. Also, it was taken into account that the
lower limit of the confidence interval is 0.7 or more, as that
would ensure that even in the most unfavorable scenario,
score reliability would be acceptable [93].

Student’s t-test was used to compare the means of the
scales’ items considering demographic segmentation and
determine if the difference in means is statistically signifi-
cant. Tests were considered significant at p < 0.05.

4.3 Qualitative data analysis

All textual data (interview notes, focus group notes, and
micro-ethnographic field diary) were analyzed according to
the following analytical process [94]:

a) Data preparation: Textual documents were renamed to
remove any confidential or personal information regard-
ing the participants.

b) Coding: A detailed reading was conducted to identify
data segments with relevant codes that represent ideas,
concepts, or themes related to ICT security.

c) Categorization: In contrast to the usual approach
in qualitative analysis, we did not adopt the induc-
tive principles of grounded theory [95]. Instead, we
utilized the pre-established categories of the four
dimensions proposed by Tang et al. [77]. There-
fore, the coded concepts were grouped based on this
framework.

d) Interpretation: The interpretation of the qualita-
tive data was guided by the concept of “interpretive
repertoire” [96]. This concept refers to how people
employ language to understand and shape the mean-
ing of reality. Codes with similar ideas were grouped
within each dimension, which were then considered
as ‘interpretive repertoires’ in the context of ICT
security.

The analysis process involved the participation of three
researchers, who engaged in a collaborative coding-cate-
gorizing and questioning process based on the consensus
[97].

Table 7 Reliability and descriptive statistics of the scale

Perception of ICT security in the work environment scale

M. SD. N. o
2019 4.77 1.19 877 0.77
2022 5.00% 1.12 444 0.72
5 Results

5.1 Quantitative results

5.1.1 Reliabilities, factorial components and global
descriptive of the scale

The results of factorial and reliability analyses show that
only one component was extracted, which means all scale
items are integrated into the same factor. That is, the 4 items
in the scale are interrelated with one another and measure
the same construct (“Perception of ICT security in the work
environment”). That integration, above 60%, is considered
adequate (Table 6). In addition, the analysis of the internal
consistency of items comprising the scale shows a Cron-
bach alpha value of 0.77 [95% CI 0.75; 0.80], which is con-
sidered acceptable (Table 7).

It is worth mentioning that to interpret results (seven-
point Likert scale), the rates established by Pimentel [98]
were used.

As shown in Table 7, considering this criterion, the aver-
age score on the “Perception of ICT security in the work
environment” scale was “good” in both 2019 and 2022
administrations (2022 M=5.20; 2019 M=4.77).

The scale “Perception of ICT security in the work envi-
ronment” scores significantly higher in 2022 than in 2019
(2022 M=5.20; 2019 M=4.77) (Table 7).

Considering the variable type of activity, there are no
statistically significant changes between scores in 2019
and 2022 in the perceptions of personnel involved man-
agement activities (Managers 2022 M=5.20;, Managers
2019 M=4.50). However, the analysis shows that per-
sonnel involved in research and support activities scored
significantly higher in 2022 compared to 2019 (Research
2022 M=5.14;, Research 2019 M=4.79), (Support
2022 M =5.38; Support 2019 M=4.79) (Table 8).
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Table 8 Scale average means for type of activity: (a) management, (b)
research and (c) support

Perception of ICT security in the work environment
a) Management

M. SD. N.
2019 4.50 1.26 12
2022 5.20 0.82 5

Perception of ICT security in the work environment scale
b) Research

M. SD. N.
2019 4.79 1.20 652
2022 5.14* 1.14 264

Perception of ICT security in the work environment scale
¢) Support

M. SD. N.
2019 4.79 1.12 178
2022 5.38%* 1.10 96

Table9 Scale items average means for (a) 0-5, (b) 6-10, (c) 11-20, (d)
21-30 and (e) > 30 seniority

Perception of ICT security in the work environment scale
(a) 0-5y

M. SD. N.
2019 4.56 1.13 137
2022 5.27% 1.16 77

Perception of ICT security in the work environment scale
(b) 6-10y

M. SD. N.
2019 4.58 1.25 87
2022 5.35% 1.28 23

Perception of ICT security in the work environment scale
(c) 11-20y

M. SD. N.
2019 4.76 1.23 259
2022 4.98 1.20 126

Perception of ICT security in the work environment scale
d) 21-30y

M. SD. N.
2019 4.87 1.08 200
2022 5.18 1.10 56

Perception of ICT security in the work environment scale
(e)>30y

M. SD. N.
2019 4.94 1.13 125
2022 5.43* 0.95 99

Considering the variable seniority, the analysis shows sta-
tistically significant differences between scores in 2019 and
2022 in personnel working in the organization for 0—5 years,
6—-10 years and over 30 years (05 years 2022 M=5.27;
0-5 years 2019 M=4.56), (6-10y 2022 M=5.35; 6-10y
2019 M=4.58), (>30 years 2022 M=5.43; >30 years
2019 M=4.94) (Table 9).

The analysis by the variable ‘location’ shows statistically
significant differences between scores in 2019 and 2022 in
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Table 10 Scale items average means for location

Perception of ICT security in the work environment scale
Central Campus

M. SD. N.
2019 4.80 1.19 586
2022 5.21% 1.14 371

Perception of ICT security in the work environment scale
Territorial Centers

M. SD. N.
2019 5.12 1.13 89
2022 4.99 1.01 23

Note: Mean=M.; Standard Deviation=_SD.; Sample=N.; Signifi-
cance=* (Bonferroni — corrected p <0.05)

Table 11 Summary of Quantitative Results

- The significant scale variation shows that the, in global terms, the
relevance of ICT security in the work environment has significantly
increased after the cyber-attack received.

- The analysis by variables shows the following main findings:

* The perception of ICT security by those involved in manage-
ment activities has not changed since the cyber-attack. The values
remain as high as in time 1.

* Personnel involved in research and support activities change
their perception of ICT security. After the cyber-attack, the impor-
tance of ICT security increases significantly.

* The perception of ICT security of personnel with 11-30 years
of seniority (44.61% of 2022 personnel) has not changed since the
cyber-attack. However, people under 10 years of seniority (24.51%
0f 2022 personnel) and over 30 years of seniority (24.26% of 2022
personnel) have significantly increased their perceptions of ICT
security.

* The perception of ICT security of personnel working at the
Central Campus (% of 2022 personnel) has changed since the
cyber-attack (the importance of ICT security has increased signifi-
cantly) while people working in Territorial Centers score in the
same order of magnitude in 2022 as they did in 2019.

personnel working in the central campus (Central Campus
2022 M =5.21; Central Campus 2019 M =4.80) (Table 10).
The main quantitative results are shown on Table 11.

5.2 Qualitative data results

The results of the analysis will be presented in a simpli-
fied way, grouped according to the dimensions of Tang et
al. (2016) and the main interpretative repertoires identified.

5.3 Compliance

It refers to employees’ behavioral compliance with informa-
tion security policies.

It is perceived that the cyber-attack has paradoxically
brought about some benefits in this dimension. More spe-
cifically, it is perceived that after the cyber-attack, organi-
zation members have globally developed safer behaviors.
Some of the many examples given to support this statement
include one referring to uninstalling external programs and
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reducing the use of non-licensed programs. On the opposite,
they mention that this is probably a temporary effect which,
in time, will lead to “relaxation” and to more frequent non-
compliant behaviors once the memory of this event fades
over time. A lack of cyber-security regulatory compliance
is also cited, linking it to a lack of accurate knowledge of
security protocols and work compliance requirements (work
completion is considered more important than cyber-secu-
rity). Table 12 shows the main interpretative repertoires of
the ‘Compliance’ dimension.

5.4 Communication

It refers to how the organization explains its information
security policies to employees. It also alludes to the expec-
tation of employees regarding information security.

An analysis of the discourse reveals that the organiza-
tion’s communication policy during the cyber-attack is
favorably assessed. They specifically mention the messages
that the ICT division disseminated throughout the organi-
zation. On the contrary, they think communication could
have been more precise, and that training should contrib-
ute to improving the management of cyber-attacks in the
future. Table 13 summarizes the main findings referred to
the ‘Communication’ dimension.

5.5 Accountability

It refers to the organization s response to employee violation
of information security policies.

The cyber-attack did not seem to have positively
increased the sense of accountability. On the contrary, the
analysis reveals numerous aspects relating to gaps in this
dimension. Two elements stand out: a diluted responsibil-
ity of users, who tend to say responsibility falls on System
Division technicians and, on the other hand, it seems the
organization leaves the control of assumed cyber-risks in the
hands of users and their judgment. Table 14 summarizes the
main findings referred to the ‘Accountability’ dimension.

5.6 Governance

It refers to the positioning of information security at the
organization (as management’s obedience to information
security policies or the managerial perception of informa-
tion security importance).

The attack sustained seems to have reinforced trust in the
ICT Division as an organizational guarantor against cyber-
attacks. Similarly, it is perceived that this type of threat will
be constant and increase, and that in order to face them it
is necessary for senior management to prepare the organi-
zation by allocating the necessary resources and clarifying

Table 12 Interpretative Repertoires of Compliance

Perceived ben-
efits arising from
the cyber-attack

Increase of safe behaviors and decrease of ‘risky
practices’ linked to information technologies:

- Uninstalling external programs

- Observing recommendations against

ransomware
- Decreased use / download of non-licensed
programs

Perceived Improved regulatory compliance due to memo-

weaknesses ries of the cyber-attack (it could be temporary).

arising from the
cyber-attack

Non-compliance is linked to a lack of informa-
tion on cyber-security norms and protocols.
Resolution of the dilemma between production
and cyber-security: regulatory non-compliances
are justified by saying workers are required to
carry out work.

Table 13 Interpretative Repertoires of Communication

Perceived ben-
efits arising from the
cyber-attack

Improvement of organizational communi-
cation processes.

- During the attack: They contributed to
address the multiple drawbacks caused

- After the attack: They reinforced the secu-
rity policy and contributed to generating
more secure behaviors

Perceived weaknesses
arising from the
cyber-attack

Need for more specific information on the
cyber-attack (organizational improvement
opportunity based on lessons learned).
Need to reinforce the training and qualifica-
tion of personnel in the area of cyber-risks.

Table 14 Interpretative Repertoires of Accountability

Perceived ben- [No benefits referred to in this dimension]
efits arising from the

cyber-attack

Perceived weak-
nesses arising from the
cyber-attack

Paradox of responsibility in cyber-security.
- Perception that personnel in information
systems are responsible for cyber-security.
- User with authority to assess and face
potential cyber-risks

Table 15 Interpretative Repertoires of Governance

Perceived ben- The ICT division as an organizational
efits arising from the reference of cyber-security.
cyber-attack

Perceived weak-
nesses arising from the
cyber-attack

Need for global planning (by senior man-
agement) so as to properly face emergent
technology risks.

- Greater resource allocation

- Improved coordination between ICT and
the remaining departments

Perception of antagonism between cyber-
security and the center’s research activities

roles so as to strengthen the ICT Division. It is also worth
mentioning the implicit assumption that high cyber-security
standards are incompatible with the research mission of the
center. Table 15 includes the main findings associated with
this dimension.
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6 Discussion

The case study presented here has aimed to assess the impact
of a cyber-attack on employees’ perceptions of cyber-secu-
rity and to highlight the main interpretative arguments that
underpin these perceptions. To do that, a “Perception of ICT
security in the work environment” scale was applied in two
different moments in time (before and after a cyber-attack),
thus favoring a quasi-experimental quantitative design
complemented with the application of qualitative research
techniques, all within the framework of a mixed method-
ology research strategy [80]. Three relevant aspects of this
study are used for discussion purposes: (a) the impact of a
cyber-attack on the perception of ICT security; (b) account-
ability for cyber-security as a central element of a strong
cyber-security culture and; (c) the apparent incompatibility
between science (or research activity) and cyber-security.

Firstly, with regard to the impact of the cyber-attack, pre-
vious studies [58] revealed that living through a cyber-inci-
dent affects employees’ perception of cyber-risk relevance
and attack response effectiveness. In that sense, this study
confirms that experiencing a cyber-attack significantly
changes personnel’s’ perception of ICT security. A greater
score after the incident takes shape in a more favorable
opinion of the organization’s efforts to reinforce preventive
behaviors; a greater risk awareness and importance given to
information security while carrying out individual work and
an increased trust in the information security of the organi-
zation interestingly and despite the cyber-attack sustained
by the organization are detected too. Somehow, this signifi-
cant increase in the scale score seems to be partly caused
by the considerable communication efforts made by the
organization throughout the entire incident. This favorable
perception of communicative processes is confirmed by the
qualitative analysis of interviews and focus groups. The in-
house communication is thought to be ‘increasing’ and will
‘provide results’ favoring cyber-security enhancement. The
relevant role of organizational communication has already
been highlighted in some studies [48].

Having said that, it is worth mentioning that qualita-
tive data shows that despite a perception of improvement
in responsible behaviors, there is also an underlying uncer-
tainty that it could be an improvement linked to the fresh
memory of the event. In other words, there is a certain doubt
on whether non-compliances will increase as time goes by
and people forget about the cyber-attack. One of the key
findings of this study is that future compliance intentions
appear to be more influenced by the negative consequences
experienced from the event rather than by adherence to the
existing information security policy. However, the case anal-
ysis also shows that the experience of a cyber-attack does
not automatically guarantee employee secure behavior. In
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addition, it is important to note how prioritizing the comple-
tion of work tasks can potentially undermine cybersecurity
practices. Furthermore, the study illustrates the diversity of
arguments that influence non-compliance, not only limited
to lack of knowledge of protocols or lack of information, but
also to behaviors based on alignment with organizational
objectives that potentially put cyber-security at risk.

Secondly, with regard to cyber-security accountabil-
ity, this research shows that responsibility is diluted when
it comes to information security. Even if globally it is
assumed that ICT is the guardian of cyber-security (formal
and documentation responsibility falls within personnel in
this department), it is perceived that organizationally there
is a wide margin of discretion for users. The shared belief
that users have ‘too much freedom’ or that the organization
‘lacks control’, points to a potential risk factor relating to
cyber-security. In that sense, one should wonder to which
extent this wide margin of discretion, without an organiza-
tional cyber-risk governance policy restricting this universe
of behavioral possibilities, becomes an actual critical risk
for cyber-security. In order to minimize or control risks,
a culture of cyber-security certainly needs robust cyber-
security training programs, as well as the implementation of
standards and broadly used protocols fostering safe behav-
iors amongst all users. Similarly, qualitative analysis results
reveal the need for senior managers’ commitment as a key
step to establishing a strong cyber-security culture, which
is a critical element already mentioned by other authors
[99]. In essence, an adequate technological governance of
cyber-risks inherently entails global planning (considering
cyber-threats as a significant challenge for the organiza-
tion), sufficient economic funds to face those threats and a
clear reinforcement of the key role to be played by the ICT
Division in the management of cyber-security.

Hence, additional activities reinforcing the newly
acquired perception of how cyber-security affects daily
work should be adopted by the studied center. These activi-
ties should go beyond the usual messages alerting of poten-
tial risks but rather focus on putting again the staff under the
consequences of a cyber-attack, even if simply simulated.

The research reveals the intricate complexity of orga-
nizational determinants in establishing a culture that sup-
ports strong information systems security. Several previous
studies have identified overconfidence in the organization’s
technology [57] or individual ignorance and negligence as
factors related to most cyber-threats [40]. What is novel in
the case study presented here is that an individual sense of
technical competence (e.g., to assess potential cyber-risks)
could, paradoxically, also become an organizational weak-
ness. In other words, overreliance on technology can be det-
rimental to security.
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Thirdly, this case study provides a specific finding
relating to the cyber-security culture of research centers.
The qualitative analysis reflects a perception of antago-
nism between the concepts of cyber-security and research
behaviors. This creates a controversial tension between
the research purpose of the organization, which requires
users to have “ample freedom,” and, on the other end of
the spectrum, the regulatory aspects of the R&D&I centers,
which guide the use of information technologies according
to rigorous and restrictive security protocols. According to
some employees, “VPN restrictions” or “firewall incom-
patibilities” are elements justifying non-compliance with
cyber-security protocols. That means one should consider
the “science - cyber-security” dilemma as an element which
needs to be addressed by research centers. The results of
this study, therefore, pose crucial questions that demand
fundamental reflection on cyber-security within the field of
research. For instance, does a robust cyber-security culture
clash with a culture that prioritizes innovative research? To
what extent can the cyber-security models employed by
commercial organizations be adapted to research centers?
It is worth noting that, in some cases, the organizational
decentralization of R&D&I may entail necessary adjust-
ments or specific developments for the ICT security. In any
case, cyber-security is relevant in research centers (such
as the one in this case study) because they manage high-
value confidential information, which has to be protected
from potential cyber-threats. Similarly, the overconfidence
of researchers who tend to overestimate their knowledge as
users of information and communication technologies (min-
imizing cyber-risks) could lead to undesired events going
beyond the scope of their own work [100]. Resolution of
this dilemma should be ensured through a strong awareness
of the potential cyber-risks and their consequences at all
organizational levels, as well as through clear communica-
tion of the benefits of cyber-security as a tool to face those
risks. It is also appropriate to reflect on whether or not it
is necessary to adapt the security systems to the specificity
of the research centers and to their research mission. That
would contribute to clarifying this perceived antagonism
between science and cyber-security.

This research holds significant practical value for
enhancing cyber-security in research centers. Two consider-
ations arise in this regard. Firstly, the commitment of senior
management to facilitate an organizational assessment of
the cyber incident’s impact on employees’ perceptions has
enabled the collection of accurate information regarding
weaknesses (as well as strengths) in addressing cyber-secu-
rity. Secondly, the study emphasizes the value of employing
a mixed methodology, which stands out for its effectiveness
and ability to produce insightful findings. The combina-
tion of techniques of diverse nature facilitates an in-depth

exploration of the intricacies of organizational culture as the
foundation of cyber-security. Such an approach can serve as
a guide for other similar institutions.

Lastly, this study has some limitations. In terms of quan-
titative aspects, internal organizational changes hampered
comparisons between several units which have changed, in
the sense that socio-demographic information in 2022 was
not equivalent to that of 2019. For instance, the exclusion
of gender as a sociodemographic option in time 2 hinders
the ability to compare the impact of cyber-attacks based
on gender. Also, the methodological design does allow the
development of a causal model between organizational
communication and trust in information security. As for
qualitative data, this study did not include any focus group
involving the participation of senior management, thus los-
ing the opportunity to capture the perceptions and beliefs of
managers in this R&D&I center. Furthermore, the existing
‘science - cyber-security’ dilemma is obtained only for the
2022 assessment of this organization. It would be interesting
to compare these results to those of others research centers.

7 Conclusions

Cyber-security is a critical issue for the mission of research
organizations that conduct high-quality, cutting-edge
research, transfer technology, and promote innovation. The
aim of this case study was to assess how a relevant exter-
nal cyber-attack had affected the perception ICT security
among members of a prominent Spanish R&D&I organi-
zation. A socio-technical approach was adopted, which
conceptualizes cyber-security as a factor resulting from the
interaction of technological, behavioral, and organizational
factors. The research was developed according to the prin-
ciples of mixed methods research, with the complementary
use of different research techniques (quantitative and qual-
itative). A survey was conducted before (2019) and three
months after the cyber-attack (2022), both to understand
how the relevance of ICT security is perceived in the orga-
nization. In addition to quantitative information, qualitative
techniques (semi-structured interviews, focus groups, and a
micro-ethnography) were used after the incident to identify
the interpretative repertoires that construct perceptions of
cyber-security. The results of the study show, firstly, that the
cyber-attack affects perceptions of ICT security, that internal
communication seems to play an important role in improv-
ing these perceptions, and that some uncertainty remains
about the sustainability of the positive behavioral changes
observed after the attack. A notable finding from the study is
that individual compliance with security policies is a subtle
and multifaceted aspect that necessitates continuous aware-
ness programs. The case study underscores how even strong
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individual accountability, coupled with a focus on work
compliance, can paradoxically exert a negative impact on
cyber-security.

A second conclusion is the perceived need for global gov-
ernance of cyber-security, as opposed to an organizational
reality that relies primarily on the goodwill and good work
of employees which is perceived as critical in relation to the
organizational reality, i.e. it requires thorough planning, suf-
ficient financial resources and a clear reinforcement of the
key role of the ICT department in cyber-security manage-
ment. Importantly, it is recognized that governance should
not rest solely on the ICT Division; but also in the strategic
apex which plays a primary role in planning, forecasting
and resource allocation.

Thirdly, a remarkable element of the study is that it pro-
vides insight into the determinants of cyber-security in a
large R&D&I center. The case study reflects the existence
of an antagonistic view between cyber-security and research
behavior, which is erected to justify regulatory violations for
research purposes. Balancing scientific research activities
with cyber-security protocols and staff compliance emerges
as a significant challenge in the management of cyber-cul-
ture in R&D&I. This perceived dilemma must be resolved
to develop a strong cyber-security culture in research cen-
ters without compromising its research mission.

Finally, this study equips research centers with action-
able strategies to bolster their cyber-security posture. It
highlights the critical role of senior management engage-
ment in assessing the impact of cyber incidents and advo-
cates for the effective use of mixed methods to explore the
role of organizational culture in cybersecurity. By offering
practical approaches, data collection tools, and insightful
findings, the study serves as a valuable resource for similar
institutions striving to strengthen their cyber-resilience, pre-
venting attacks and enabling recovery and adaptation.

Appendix 1. Behaviorally anchored rating
scale (BARS)

Security of Information and Communication
Technologies (ICTs)

It refers to activities implemented by the organization to
ensure the integrity of computer systems and the informa-
tion they contain. It also refers to the risk perception of per-
sonnel and the level of compliance with security protocols.

(A) ICT security is paramount to the organization. Person-
nel are aware of the need to comply with established
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good practices. Security standards and protocols are
perceived as necessary and do not interfere with work
execution. ICT systems are constantly adapted to new
threats and risks.

(B) The organization makes efforts to ensure ICT security
levels are not compromised at any time. Personnel
clearly understand that ICT security is a high priority.

(C) The organization takes some measures to maintain ICT
security. Personnel are not fully aware of all risks and
how to prevent them. Priority is sometimes given to
work and other times to security.

(D) Only when a relevant problem occurs, ICT security is
put first. Work is prioritized over security. Personnel
lack engagement and/or knowledge when it comes to
ICT security standards.

(E) ICT security aspects are secondary in the organiza-
tion. Personnel do not consider security as relevant and
issues which may impact security are not taken into
account. Security protocols and regulations (where they
exist) are perceived as hurdles that can be bypassed.
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